IdPFilterRequirementAttributelssuerEntityAttributeRegexMa
tch

Attribute Issuer Entity Attribute Regular Expression Matching Rule

This matching rules evaluates to true if the attribute issuer's metadata contains an Entity Attribute that has a value that matches a given regular expression.

1 This filter requires that the metadata for the attribute issuer is loaded and available.
This filter only operates on At t r i but e elements within the Enti t yAt t ri but es, it does not use any Asserti on elements.

Define the Rule

This rule is defined by the element <Pol i cyRequi renent Rul e xsi:type="sam : Attributel ssuerEntityAttributeRegexMatch">, for policy
requirements rules, and <Per i t Val ueRul e xsi :type="sam : Attributel ssuerEntityAttributeRegexMatch">, for permit value rules, with
the following required attributes:

® attributeName - the name of the entity attribute
® attributeValueRegex - the regular expression an entity attribute value must match

This rule also supports the following optional attribute:

® attributeNameFormat - the name format the entity attribute must have; otherwise any format is accepted

Example Policy Requirement Rule using the AttributelssuerEntityAttributeRegexMatch Function

<Pol i cyRequi renment Rul e xsi:type="samnl : Attributel ssuerEntityAttributeRegexMatch"
attri but eName="ur n: exanpl e. or g: pol i cy"
attribut evVal ueRegex=""urn: exanpl e\.org: policy:["*:]*$" />


http://docs.oasis-open.org/security/saml/Post2.0/sstc-metadata-attr-cs-01.html
http://java.sun.com/j2se/1.5.0/docs/api/java/util/regex/Pattern.html
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