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Script Attribute Definition Examples

The following examples are simply that, examples. They do not illustrate all possible configuration properties or features. Refer to script attribute definition
for this information.

Generate Unique Opaque ldentifier

Generate Affiliation based on Groups

Generate eduPersonAffiliation based on recursive group membership in Active Directory
Add common-lib-terms to all Staff and Students

Generate eduPersonEntitlement based on the age of the subject

Generate Unigue Opaque ldentifier
Contributed by: Lukas Haemmerle, SWITCH, Switzerland

This example generates an unique, opaque, identifier based off of an identifier from another attribute. This is approach is useful when an opaque identifier
is necessary but is not available in the user data store.

<resol ver: AttributeDefinition xsi:type="Script" xm ns="urn: mace: shi bbol et h: 2. 0: resol ver: ad"
i d="sw ssEduPer sonUni quel D'
sourceAttributel D="ui dNunber" >

<!-- Dependency that provides the source attribute. -->
<resol ver: Dependency ref="nyLDAP" />
<resol ver: Dependency ref="ui dNunber" />

<l-- SAML 1 and 2 encoders for the attribute. -->

<resol ver: Attribut eEncoder xsi:type="SAML1String" xm ns="urn: mace: shi bbol eth: 2. 0: attri bute: encoder”
name="ur n: mace: swi t ch. ch: attri but e- def : swi sseduPer sonUni quel D" />

<resol ver: Attribut eEncoder xsi:type="SAM.2String" xm ns="urn: nmace: shi bbol eth: 2. 0: attri bute: encoder"
nane="urn: oid: 2.16.756.1.2.5.1.1. 1"
fri endl yNane="sw ssEduPer sonUni quel D' />

<!-- The script, wapped in a CDATA section so that special XM. characters don't need to be renoved -->
<Scri pt ><! [ CDATA[

/1 1nmport Shibboleth attribute provider

i nport Package( Packages. edu. i nt ernet 2. mi ddl ewar e. shi bbol et h. common. attri bute. provi der);

/1 1nport Apache commons codecs
i npor t Package( Packages. or g. apache. cormons. codec. di gest) ;

/1 Get the unique val ue
uni queVal ue = ui dNunber. get Val ues().get (0) + "sone#sal t #val ue#12345679";

/'l Create nd5 val ue
local part = DigestUils. md5Hex(uni queVal ue);

/] Get attribute to add iff we have to
if (null == sw ssEduPersonUni quel D) {
sw ssEduPer sonUni quel D = new Basi cAttri bute("sw ssEduPer sonUni quel D");

}

/1 Prepend uni que and pseudo-random | ocal part to domai n nane
swi ssEduPer sonUni quel D. get Val ues() . add(| ocal part + "@wi tch.ch");
]]1></Scri pt>
</resolver:AttributeDefinition>

Generate Affiliation based on Groups
Contributed by: Halm Reusser, SWITCH, Switzerland

This example demonstrates the generation of values for the eduPer sonAf fi | i at i on attribute based on the group membership attribute menber O .


https://wiki.shibboleth.net/confluence/display/SHIB2/ResolverScriptAttributeDefinition

@ Group membership in many LDAP directories is carried in the menber O attribute. In Novell's eDirectory it is carried in the gr oupMenber shi p
attribute.

<resol ver: AttributeDefinition xsi:type="Script" xm ns="urn: mace: shi bbol et h: 2. 0: resol ver: ad"
i d="eduPer sonAffiliation"
sourceAttributel D="eduPersonAffiliation">

<!-- Dependency that provides the source attribute. -->
<resol ver: Dependency ref="nyLDAP" />

<l-- SAML 1 and 2 encoders for the attribute. -->

<resol ver: Attribut eEncoder xsi:type="SAM.1String" xm ns="urn: nmace: shi bbol eth: 2. 0: attri bute: encoder"
name="urn: mace: dir:attribute-def: eduPersonAffiliation" />

<resol ver: Attri buteEncoder xsi:type="SAM.2String" xm ns="urn: nace: shi bbol eth: 2. 0: attri bute: encoder”
nanme="urn:oid:1.3.6.1.4.1.5923.1.1.1.1"
friendl yNane="eduPer sonAffiliation" />

<!-- The script, wapped in a CDATA section so that special XM. characters don't need to be renpved -->
<Scri pt ><! [ CDATA
i npor t Package( Packages. edu. i nt er net 2. ni ddl ewar e. shi bbol et h. conmon. attri bute. provider);

/] Create attribute to be returned fromdefinition, but iff we have to
if (null == eduPersonAffiliation) {
eduPersonAffiliation = new BasicAttribute("eduPersonAffiliation");

}

/1 Add at |east one value
eduPer sonAffiliation.getValues().add("affiliate");

/1 1f the user has group menbership
if (typeof menberf != "undefined" && menberOf != null ){
/1 The go through each group nenbership and add the appropriate affiliation
/1 The 1dP will renpve duplicate values so we don't need to worry about that here
for (i =0; memberOf !'= null && i < member OF. getVal ues().size(); i++ ){
val ue = nenber O . get Val ues(). get (i);

if (value.indexOr("OU=Students") > -1){
eduPer sonAffiliation.getValues().add("student");

}

if (value.index(r ("QU=Teachers") > -1){
eduPer sonAffiliation.getValues().add("faculty");
eduPersonAffiliation.getValues().add("staff");

}

if (value.indexOh ("QU=Staff") > -1){
eduPer sonAffiliation.getValues().add("staff");

}

}
]]1></Scri pt>
</resol ver: AttributeDefinition>

Generate eduPersonAffiliation based on recursive group membership in Active Directory
Contributed by Vladimir Mencl, Tuakiri Federation, New Zealand

This example expands on the previous example by Halm Reusser. Some Active Directory (AD) servers use recursive group membership. E.g. an CN=All-
Staff group would only contain other groups (per organizational unit) which then contain the users. This example defines a second LDAP connector that
looks up the transitive closure of the user's group membership (using the AD LDAP_MATCHING_RULE_IN_CHAIN extension filter).

As the groups used for the eduPersonAffiliation attribute use recursive membership, for this attribute specifically, it was necessary to define a second
LDAP connector that looks up all the recursive group membership for a user.

We obtain the list of all groups a user is recursively a member of by using the Microsoft the AD extension LDAP_MATCHING_RULE_IN_CHAIN
(1.2.840.113556.1.4.1941) in the search filter to do the recursive search. Further documentation on this is available at http://msdn.microsoft.com/en-us
llibrary/windows/desktop/aa746475


http://msdn.microsoft.com/en-us/library/windows/desktop/aa746475
http://msdn.microsoft.com/en-us/library/windows/desktop/aa746475

We define a second LDAP connector (called gr oupLDAP here) inatt ri but e-resol ver. xnl that does a recursive lookup on a user DN. This
connector depends on the di st i ngui shedNane attribute provided by the main LDAP connector (ny LDAP) — to have the user's full DN to search the
groups for — and is in turn used by the menber O attribute that is later used in the eduPer sonAf fi | i ati on attribute.

Specifically, this connector:

® Uses a search base in the groups OU: OU=Gr oups and Resour ces, DC=EXAMPLE, DC=0ORG
® Increases maxResul t Si ze from 1 to 1000 (no way to say unlimited, this is a reasonable value)

® |Increases sear chTi meLi mi t from 3000ms to 10,000ms
® Has mer geResul t s="true" (to flatten the results - return a single object with multiple values in the di st i ngui shedNane attribute)
® Uses aFilterTenpl at e that searches based on the DN returned by the main LDAP conenctor

® We cannot use "dn" directly (not seen as an attribute), but we can use " di sti ngui shedNane" (visible in AD as an attribute on
all objects)
® Requests only the di st i ngui shedNan® attribute on the result objects (not to download the complete group objets) — this is done via a
(space-separated) <Ret ur nAt t ri but es> element (to come after Fi | t er Tenpl at e)

® Again, as we cannot see “dn”, we request di sti ngui shedNane as the group name. All of the group names are then flattened
into a single multivalued attribute (used by the nenber O definition).



<!-- get the user's DN fromthe nain LDAP connector (nyLDAP) for searching the groups the user is in -->
<resol ver: AttributeDefinition id="distingui shedNane" xsi:type="ad: Si npl e"
sourceAttributel D="di stingui shedNane" >
<resol ver: Dependency ref="nyLDAP" />
<!-- no encoder needed -->
</resolver: AttributeDefinition>

<I-- search for all groups the user is recursively in - and flatten the distingui shedName(s) of all the
groups into a single multivalued attribute -->
<resol ver: Dat aConnect or i d="groupLDAP" xsi:type="dc: LDAPDiI rectory"
| dapURL="1| daps: // ad. exanpl e. or g"
baseDN="OU=Gr oups and Resources, DC=EXAMPLE, DC=ORG'
princi pal =" CN=Bi nder , DC=EXAMPLE, DC=ORG'
princi pal Credenti al =" PASSWORD- HERE"

maxResul t Si ze="1000"
mer geResul t s="true"
sear chTi nmeLi m t =" PT10. 000S"

>
<resol ver: Dependency ref="di stingui shedNane" />
<dc: Fil ter Tenpl at e>
<! [ CDATA[
(menber: 1. 2. 840. 113556. 1. 4. 1941: =${ di sti ngui shedNane. get (0) })
11>
</dc: FilterTenpl at e>
<dc: ReturnAttribut es>di sti ngui shedName</dc: ReturnAttri butes>
<dc: LDAPProperty nane="j ava.nam ng.referral" value="follow'/>
</ resol ver: Dat aConnect or >

<l-- define the nenber attribute based on the distingui shedName attribute returned by the groupLDAP
connector - names of all groups the user is in -->
<resol ver: AttributeDefinition id="menberOf" xsi:type="ad:Sinple"
sourceAttributel D="di sti ngui shedNane" >
<resol ver: Dependency ref="groupLDAP" />
<l-- no encoder needed -->
</resolver:AttributeDefinition>

<!-- define eduPersonAffiliation same as in the previous exanple - but put a dependency on the nenber O
attribute defined through the groupLDAP connector -->
<resol ver: AttributeDefinition id="eduPersonAffiliation" xsi:type="ad: Script">
<resol ver: Dependency ref="nmenbero&" />
<resol ver: Di spl ayNane xml :lang="en">Affiliation type</resol ver: D spl ayName>
<resol ver: Attribut eEncoder xsi:type="enc: SAML1String" nanme="urn:mace: dir:attribute-def:
eduPersonAffiliation" />
<resol ver: Attribut eEncoder xsi:type="enc: SAM.2String" nane="urn:oid:1.3.6.1.4.1.5923.1.1.1.1"
friendl yName="eduPersonAffiliation" />

<ad: Scri pt >
<! [ CDATA[
i npor t Package( Packages. edu. i nt er net 2. ni ddl ewar e. shi bbol et h. conmon. attri bute. provider);
if (eduPersonAffiliation == null) {
eduPersonAffiliation = new BasicAttribute("eduPersonAffiliation");
}

is_Staff = menberf !'= null && nenber O . get Val ues().contains("CN=Al| - St af f, OU=G oups and
Resour ces, DC=EXAMPLE, DC=0ORG') ;

if (is_Staff) { eduPersonAffiliation.getValues().add("staff"); };
if (is_Staff) { eduPersonAffiliation.getValues().add("nenber"); };

11>
</ ad: Scri pt >
</resolver: AttributeDefinition>

Add common-lib-terms to all Staff and Students

Contributed by: Halm Reusser, SWITCH, Switzerland



This example adds the common-lib-terms URN to the eduPer sonEnt i t | ement attribute for a principal with affiliation st af f or st udent while keeping
any entitlement values retrieved from the directory. If your organization also assigns the affiliation value 'faculty’ extend the script to add it for these users
as well.

<resol ver: AttributeDefinition xsi:type="Script" xm ns="urn: mace: shi bbol eth: 2. 0: resol ver: ad"
i d="eduPer sonEntitl enment"
sourceAttribut el D="eduPersonEntitlement">

<!-- Dependency that provides the source attribute. -->
<resol ver: Dependency ref="nyLDAP" />
<resol ver: Dependency ref="eduPersonAffiliation" />

<l-- SAML 1 and 2 encoders for the attribute. -->
<resol ver: Attribut eEncoder xsi:type="SAM.1String" xm ns="urn: mace: shi bbol eth: 2. 0: attri bute: encoder"
nanme="urn: mace: dir:attribute-def: eduPersonEntitlement" />
<resol ver: Attribut eEncoder xsi:type="SAM.2String" xm ns="urn: mace: shi bbol eth: 2. 0: attri bute: encoder"
nane="urn:oid:1.3.6.1.4.1.5923.1.1.1.7"
friendl yNane="eduPer sonEntitl ement" />

<!-- The script, wapped in a CDATA section so that special XM. characters don't need to be renpved -->
<Scri pt ><! [ CDATAl
i npor t Package( Packages. edu. i nt er net 2. ni ddl ewar e. shi bbol et h. conmon. attri bute. provider);

/] Create attribute to be returned fromdefinition
if (eduPersonEntitlenent == null) eduPersonEntitlenment = new Basi cAttribute("eduPersonEntitlenent");

if (eduPersonAffiliation.getValues().contains("staff") ||
eduPer sonAffiliation.getValues().contains("student")) {
eduPer sonEntitl ement. get Val ues().add("urn: mace:dir:entitlement:common-lib-ternms");

}
]]1></Scri pt>
</resol ver: AttributeDefinition>

Generate eduPersonEntitlement based on the age of the subject

Contributed by: Peter Schober, ACOnet, Austria.

German-language page only at this time, but feel free to ask about this on the users mailing list if configuration and/or code are not sufficiently clear. Uses s
chacDateOfBirth and a Script-type AttributeDefinition to calculate whether the subject satisfies the business criteria for carrying a specific
eduPersonEntitlement value, which include an age limit, without leaking the age (or birth date) of the subject to the relying party.

® https://wiki.univie.ac.at/display/federation/IDP+3+USI+Wien+eduPersonEntitlement (for IDPv3; the old version for IDPv2 is still available, though)


http://middleware.internet2.edu/urn-mace/urn-mace-dir-entitlement.html
http://shibboleth.net/community/lists.html
https://wiki.refeds.org/display/STAN/SCHAC
https://wiki.refeds.org/display/STAN/SCHAC
https://wiki.univie.ac.at/display/federation/IDP+3+USI+Wien+eduPersonEntitlement
https://wiki.univie.ac.at/display/federation/IDP2+USI+Wien+eduPersonEntitlement
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