MetadataConfiguration

The Shibboleth IdP generally requires SAML metadata to provision connectivity with relying parties and inform it about their capabilities and technical
specifics. While you have the option to operate in a more "promiscuous" way (by enabling profiles for "unverified" RPs), this is relatively rare. In most
cases, you will configure metadata sources in order to use the IdP's SAML features; this is done by adding <Met adat aPr ovi der > elements inside the me
tadata-providers.xml file.
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A typical use case is to load (and periodically reload) entity metadata from a local file:

Load entity metadata from a file

<l--
Load (and reload) entity nmetadata froma local file.

The netadata refresh process is determ ned by the configured val ues of the
m nRefreshDel ay attribute (default: PT30S) and naxRefreshDelay attribute
(default: PT4H). If you want to load (or reload) the nmetadata inmediately,
restart the |dP.
-
<Met adat aProvi der id="Local EntityMetadata" xsi:type="Fil esystemnietadat aProvi der
nmet adat aFi | e="% i dp. hone}/ met adat a/ | ocal - net adat a. xm "/ >

Another use case is to load (and periodically reload) a metadata aggregate from a remote source via HTTP:
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Load a metadata aggregate from a remote server

<l--
Load (and reload) a signed netadata aggregate froma renote HTTP server.

This sanple configuration assunes: (1) the top-level elenent of the XM
docunent is signed; (2) the top-level elenent of the XM. docunent is
decorated with a validuntil attribute; (3) the validity interval is tw
weeks (P14D) in duration; and (4) the server supports HITP conditional GCET.

The netadata refresh process is influenced by the configured val ues of
the m nRefreshDel ay attribute (default: PT30S) and the maxRefreshDel ay
attribute (default: PT4H) and al so by any cacheDuration and validuntil
attributes in the netadata itself. If the server does not support HITP
conditional GET, the attributes should be adjusted accordingly.
-->
<Met adat aProvi der i d="Renpt eMet adat aAggr egat e" xsi:type="Fi| eBackedHTTPMet adat aProvi der"
backi ngFi | e="% i dp. hone}/ nmet adat a/ f eder at i on- net adat a- copy. xm "
met adat aURL="ht t p: / / exanpl e. or g/ net adat a/ f eder ati on- net adat a. xm ">

<l--
Verify the signature on the root el enment of the netadata aggregate
using a trusted netadata signing certificate.
-->
<Met adat aFi | ter xsi:type="SignatureValidation" requireSignedRoot="true"
certificateFile="%idp. honme}/conf/etadata/nd-cert.pent/>

<l--
Require a validuntil XM attribute on the root el ement and
make sure its value is no nore than 14 days into the future.
-->
<Met adat aFi |l ter xsi:type="RequiredValidUntil" maxValiditylnterval ="P14D"/>

<!-- Consune all SP netadata in the aggregate -->
<Met adat aFil ter xsi:type="EntityRol eWiteList">

<Ret ai nedRol e>nd: SPSSODescr i pt or </ Ret ai nedRol e>
</ Met adat aFi | ter>

</ Met adat aPr ovi der >

Increasingly, the dynamic providers (Local Dynam cMet adat aPr ovi der and Dynam cHTTPMet adat aPr ovi der ) are used in lieu of the reloading
providers (Fi | esyst emVet adat aPr ovi der and Fi | eBackedHTTPMet adat aPr ovi der ). See the MetadataManagementBestPractices topic for use
cases and recommendations.

The ChainingMetadataProvider is often used to combine two or more metadata sources. The metadata-providers.xml file that ships with the software
declares such a chain "wrapper" by default.

Schema names and locations

Nearly all elements described in this page and its children are defined in the ur n: mace: shi bbol et h: 2. 0: net adat a namespace, the schema for which
can be located at http://shibboleth.net/schema/idp/shibboleth-metadata.xsd. Throughout this document and its children, this is assumed to be the default
XML namespace in effect. The namespace prefix " net adat a: " is conventionally also bound to this namespace.

The namespace prefix "securi ty: " is used to refer to the ur n: mace: shi bbol et h: 2. 0: securi t y namespace, the schema for which can be located
at http://shibboleth.net/schema/idp/shibboleth-security.xsd, and is generally used only in advanced scenarios or for compatibility.

The namespace prefix "r esour ce: " is used to refer to the ur n: mace: shi bbol et h: 2. 0: r esour ce namespace, the schema for which can be located
at http://shibboleth.net/schema/idp/shibboleth-resource.xsd. It is only used by the Resour ceBackedMet adat aPr ovi der

The namespace prefix "sanm nd: " is used to refer to the ur n: oasi s: nanes: t c: SAML: 2. 0: net adat a namespace, the schema for which can be
located at http://docs.oasis-open.org/security/saml/v2.0/saml-schema-metadata-2.0.xsd

MetadataProvider Types

The precise behavior of any <Met adat aPr ovi der > element is controlled by the xsi : t ype attribute (see below). The following types are supported and
examples are provided for each type. If the ur n: nace: shi bbol et h: 2. 0: net adat a namespace is not the default, then a prefix (presumably
"metadata:") is required when specifying these types.
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xsi:type Function
ChainingMetadataProvider A container for an ordered sequence of metadata providers of any type
DynamicHTTPMetadataProvider = A dynamic provider that fetches metadata just-in-time from a suitably configured HTTP server
LocalDynamicMetadataProvider = A dynamic provider that fetches metadata just-in-time from a local source such as a filesystem directory
FilesystemMetadataProvider A reloading provider that loads (and reloads) a metadata file from the filesystem in a background thread

FileBackedHTTPMetadataProvi = A reloading provider that loads (and reloads) a metadata file from an HTTP server in a background thread
der

HTTPMetadataProvider DEPRECATED: Use FileBackedHTTPMetadataProvider instead.

ResourceBackedMetadataProvi = A reloading provider that loads (and reloads) a metadata file from a more complex source (such as SVN) in a
der background thread

InlineMetadataProvider A provider that allows metadata to be specified inline

Attributes

Configuration attributes common to two or more metadata providers are listed in the subsections below. Other attributes are specific to the xsi : t ype, and
these are documented on the pages specific to each type.

Common Attributes

The following attributes are required on all metadata provider types:

Name Type Default Description

id String required Identifier for logging, identification for command line reload, etc.

xsi :type  String required Specifies the exact type of provider to use (from those listed above, or a custom extension type).

The following attributes are common to all metadata provider types except the Chai ni ngMet adat aPr ovi der type:

Name Type Default Description
requi reVal i dM Boolean  true Whether candidate metadata found by the resolver must be valid in order to be returned (where validity is implementation
et adat a specific, but in SAML cases generally depends on aval i dunti | attribute.) If this flag is true, then invalid candidate

metadata will not be returned.

fail Fastlniti Boolean true Whether to fail initialization of the underlying MetadataResolverService (and possibly the IdP as a whole) if the initialization of
alization a metadata provider fails. When false, the IdP may start, and will continue to attempt to reload valid metadata if configured to
do so, but operations that require valid metadata will fail until it does.

sort Key Integer Defines the order in which metadata providers are searched (see below), can only be specified on top level <Met adat aPr ovi
der > elements.

The following are advanced settings supporting a new low-level feature allowing metadata lookup by keys other than the unique entitylD and are rarely of use to a
deployer.

criterionPred BeanlID Identifies the a custom Cri t er i onPr edi cat eRegi st ry bean used in resolving predicates from non-predicate input criteria.
i cateRegi stry

Ref 33

useDef aul t Pre  Boolean  true Flag which determines whether the default Cri t er i onPr edi cat eRegi st ry will be used if a custom one is not supplied

di cat eRegi stry explicitly.

33

sati sfyAnyPre Boolean  false Flag which determines whether predicates used in filtering are connected by a logical 'OR’ (true) or by logical 'AND' (false).

di cates 33

Reloading Attributes

The following attributes are common to all reloading "batch-oriented" metadata providers (i.e., Fi | eBackedHTTPMet adat aPr ovi der, Fi | esyst em\et a
dat aProvi der, and Resour ceBackedMet adat aPr ovi der):

Name Type Default Description
parser Poo | BeanID shibboleth | Identifies a Spring bean for the XML parser used to parse metadata. Generally should not be changed.
| Ref .
ParserPo

ol
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taskTi ner | Bean ID Identifies a Spring bean containing a Java TaskTi mer used to schedule reloads. When not set, an internal timer is created.
Ref Generally should not be changed.

m nRefres | Duration PT30S Lower bound on the next refresh from the time calculated based on the metadata's expiration.
hDel ay
nmaxRef res | Duration PT4H Upper bound on the next refresh from the time calculated based on the metadata's expiration.
hDel ay
refreshDe ' Real Number @ 0.75 A factor applied to the initially determined refresh time in order to determine the next refresh time (typically to ensure refresh
| ayFact or | (strictly takes place prior to the metadata's expiration). Attempts to refresh metadata will generally begin around the product of this
between 0.0 number and the maximum refresh delay.
and 1.0)
i ndexesRef  Bean ID Identifies an optional Set <Met adat al ndex> used to support resolution of metadata based on criteria other than an entityID.
33
resol veVi | Boolean false Flag indicating whether resolution may be performed solely by applying predicates to the entire metadata collection, when an
aPr edi cat entitylD input criterion is not supplied.
esnly 33
expiratio  Duration PTOS For each attempted metadata refresh (whether or not fresh metadata is obtained), if r equi r eVal i dMet adat a is true, and
nWar ni ngT (disabled) | thereisaval i duntil XML attribute on the document root element, and the difference between val i dunti | and the
hreshol d 3 current time is less than expi r at i onWar ni ngThr eshol d, the system logs a warning about the impending expiration.
4

Dynamic Attributes
The following attributes are common to all dynamic metadata providers (i.e., Dynam cHTTPMet adat aPr ovi der and Local Dynami cMet adat aPr ovi der
):

Name Type Default Description

parser Pool BeanID | shibboleth @ Identifies a Spring bean for the XML parser used to parse metadata. Generally should not be changed.
Ref .
ParserPo

ol
taskTi merR  Bean ID Identifies a Spring bean containing a Java TaskTi mer used to schedule reloads. When not set, an internal timer is created.
ef Generally should not be changed.
refreshDel @ Real 0.75 A factor applied to the initially determined refresh time in order to determine the next refresh time (typically to ensure refresh
ayFact or Number takes place prior to the metadata's expiration). Attempts to refresh metadata will generally begin around the product of this
(strictly number and the maximum refresh delay.
between
0.0 and
1.0)
m nCacheDu | Duration = PT10M The minimum duration for which metadata will be cached before it is refreshed.
ration (10
minutes)

maxCacheDu | Duration ' PT8H (8 The maximum duration for which metadata will be cached before it is refreshed.
ration hours)

nmex| dl eEnt | Duration ' PT8H (8 The maximum duration for which metadata will be allowed to be idle (no requests for it) before it is removed from the cache.
ityData hours)

renovel dl e Boolean | true Flag indicating whether idle metadata should be removed.
EntityData
cl eanupTas | Duration @ PT30M The interval at which the internal cleanup task should run. This task performs background maintenance tasks, such as the
kil nterval (30 removal of expired and idle metadata.
minutes)
persi stent BeanID The optional manager for the persistent cache store for resolved metadata. On metadata provider initialization, data present in
CacheManag the persistent cache will be loaded to memory, effectively restoring the state of the provider as closely as possible to that which
er Ref 33 existed before the previous shutdown. Each individual cache entry will only be loaded if 1) the entry is still valid as determined
by the internal provider logic, and 2) the entry passes the (optional) predicate supplied viai ni ti al i zati onFr onCachePr edi
cat eRef .
persi stent  File The directory used for an internally-constructed filesystem-based persistent cache. This is a convenience parameter to avoid
CacheManag = specificat specifying a full bean via per si st ent CacheManager Ref . This option will be ignored if per si st ent CacheManager Ref is
erDirectory ion specified.
33
persistent BeanID  internal Identifies a Spring bean for a Funct i on which generates the string key used with the cache manager. The default
CacheKeyGe default implementation produces the lower-case hex-encoded SHA-1 digest of the entityID of the Ent i t yDescri ptor.
ner at or Ref instance

33



initialize Boolean | true Flag indicating whether should initialize from the persistent cache in the background. Initializing from the cache in the
FronPersi s background will improve IdP startup times.
t ent Cachel

nBackgr ound
3.3

background ' Duration @ PT2S (2 The delay after which to schedule the background initialization from the persistent cache when i ni ti al i zeFr onPer si stent C

Initializa seconds)  achel nBackgr ound=t r ue.

ti onFronCa

cheDel ay 33

initializa BeanID @ an Identifies a Spring bean for an optional Pr edi cat e which determines whether a given entity should be loaded from the
ti onFronCa "always persistent cache at resolver initialization time.

chePr edi ca true”

t eRef 33 predicate

HTTP Attributes

The following attributes are common to all HTTP metadata providers (i.e., Dynanm cHTTPMet adat aPr ovi der and Fi | eBackedHTTPMet adat aPr ovi der

).

An HTTP metadata provider includes a default implementation of the or g. apache. http. cli ent. H t pdl i ent interface. The attributes in the following
subsections control the behavior of the default HTTP client. To override the default client implementation, configure the following attribute:

Name Type Default Description
httpdi BeanID A reference to an externally defined Spring bean that specifies an or g. apache. http. client. Htt pd i ent object. This attribute
ent Ref conflicts with and overrides all of the HTTP attributes. See the HttpClientConfiguration topic for more information.

Use of the ht t pd i ent Ref attribute precludes the use of any and all of the HTTP attributes in the following subsections.

HTTP Connection Attributes

The following attributes apply to the HTTP connections obtained and managed by an HTTP metadata provider:

Name Type Default Description
connecti onReque ' Duration Depends on The maximum amount of time to wait for a connection to be returned from the HTTP client's connection pool
st Ti meout 33 the provider manager. Set to PTOS to disable. This attribute is incompatible with ht t pCl i ent Ref .
type
connectionTi neo ' Duration Depends on The maximum amount of time to wait to establish a connection with the remote server. Set to PTOS to disable. This
ut 33 the provider attribute is incompatible with ht t pCl i ent Ref .
type
request Ti meout Duration ' Depends on DEPRECATED: Use connect i onTi meout instead.
the provider
type
socket Ti meout 33 Duration Depends on The maximum amount of time to wait between two consecutive packets while reading from the socket connected to
the provider the remote server. Set to PTOS to disable. This attribute is incompatible with ht t pCl i ent Ref .
type

HTTP Security Attributes

The following security-related attributes apply to any HTTP metadata provider:

Name Type Default Description
di sregardT ' Boolean | false If true, no TLS certificate checking will take place over an HTTPS connection. This attribute is incompatible with ht t pCl i ent Ref .
LSCertific (Be careful with this setting, it is typically only used during testing. See the HttpClientConfiguration topic for more information.)
ate
di sregardS Boolean false DEPRECATED: Use di sregardTLSCerti fi cat e instead.
slCertific
ate
basi cAut hU | String DEPRECATED: Use ht t pd i ent Securi t yPar anet er sRef instead.
ser
basi cAut hP | String DEPRECATED: Use ht t pd i ent Securi t yPar anet er sRef instead.
assword
tlsTrustEn Bean ID DEPRECATED: Use htt pd i ent Securi t yPar anet er sRef instead.

gi neRef 31
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httpCient  BeanlID A reference to an externally defined Spring bean that specifies an or g. opensamni . security. httpclient.

SecurityPa Htt pd i ent Securi t yPar anet er s instance, which consolidates all HTTP security parameters including advanced TLS usage.
ramet er sRef This attribute conflicts with and overrides any explicit Tr ust Engi ne implementation configured as an inline <TLSTrustEngine>
3.3 element. See the HttpClientConfiguration topic for more information.

HTTP Proxy Attributes

The following attributes configure an HTTP proxy for use with an HTTP metadata provider:

Name Type Default Description
pr oxyHost String The hostname of the HTTP proxy through which connections will be made. This attribute is incompatible with ht t pCl i ent Ref .
proxyPort String The port of the HTTP proxy through which connections will be made. This attribute is incompatible with ht t pll i ent Ref .
proxyUser String The username used with the HTTP proxy through which connections will be made. This attribute is incompatible with ht t pCl i e
nt Ref .
pr oxyPasswor d String The password used with the HTTP proxy through which connections will be made. This attribute is incompatible with ht t pcl i e
nt Ref .

HTTP Caching Attributes

The following attributes configure an HTTP cache on an HTTP metadata provider:

Name Type Default Description
ht t pCachi ng "none","file" Dependsonthe @ The type of low-level HTTP caching to perform. There are three choices:
, or "menor y" provider type

® “none” indicates the HTTP response is not cached by the client library
® "file” indicates the HTTP response is written to disk (but will not survive a restart)
® "menory" indicates the HTTP response is stored in memory

This attribute is incompatible with ht t pCl i ent Ref and its value may not be specified as a bean
property.

Some metadata providers, most notably the reloading "batch-oriented" providers, implement HTTP
caching at a higher layer and tend to work best with ht t pCachi ng="none" .

htt pCacheDirectory String If ht t pCachi ng="fi | e", this attribute specifies where retrieved files are to be cached. This attribute
is incompatible with ht t pd i ent Ref .
htt pMaxCacheEntri es | Integer "menory": 50 The maximum number of responses written to cache. This attribute is incompatible with ht t pCl i ent R
ef .
"file":100
htt pMaxCacheEntrySi | Integer "menory": The maximum response body size that may be cached, in bytes. This attribute is incompatible with ht t
ze 1048576 (IMB) | pC i ent Ref.
"file": 10485
760 (10MB)

Child Elements

The following child elements may be used with all metadata provider types (except the Chai ni ngMet adat aPr ovi der type):

Name Cardinality Description
<Met adat aFi | ter > 0 or more A metadata filter applied to candidate metadata as it flows through the metadata pipeline
<security: Trust Engi ne> 0 or more DEPRECATED: See the note at the bottom of this page

Other allowable child elements are specific to the xsi : t ype of the provider used, and these are documented on the pages specific to each type.

Miscellany

Multiple Configuration Files

As described in the ReloadableServices documentation, the configuration is actually loaded from a bean whose name is specified by the property idp.
service.metadata.resources, with the default value shibboleth.MetadataResolverResources which in turn is defined in services.xml to be a list with
one entry: the file metadata-providers.xml

You can, if you choose, override this with additional or different files or more advanced sources. Each resource must supply a "top level" <Met adat aPr ov
i der > element with attributes and child elements as described above. Search order amongst multiple top level elements is arbitrated by the sor t Key
attribute, where lower values are processed before higher ones.
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Search Ordering

If a specific relying party (as identified by a specific entitylD) is duplicated in the metadata sources provided, then which precise entry is chosen is
governed by the following rules:

® Metadata sources combined via a chain are searched in the order in which they occur in the chain, and the first entry matching the entityID is
returned.

® |f multiple "top level" Metadata Providers are provided then they are searched in an order derived from the (numeric) value of the sor t Key
attribute (lowest key first). If no sor t Key is specified, then the search order is undefined.

® |n whatever order of sources is in effect, the first entry matching the entityID is returned.

® |f a single metadata source contains multiple entries with the same entityID, then which entry is returned is undefined (exception: invalid entries
would be ignored in favor of valid ones in most cases).

V2 Compatibility

A single <Met adat aPr ovi der > element may be embedded in a legacy relying-party.xml file as described in the older documentation. Consult the V2
documentation for this, and do not mix and match this approach with newer configuration features.

During the V2 to V3 upgrade process, the original V2 relying-party.xml file is copied to metadata-providers.xml, to serve as the metadata configuration for
the new version. It's strongly advisable after upgrading to update that file by stripping it of the older content and promote the <Met adat aPr ovi der >
element in it to the root of the file. In the interim all other content in the file except for <Met adat aPr ovi der > elements (and any referenced <security:
Tr ust Engi ne> elements) is ignored.

The following non-relevant trust engine types often found in a legacy relying-party.xml file are ignored if seen, and are not used for metadata verification
(despite the confusing names):

Chai ni ng

Met adat aExpl i ci t Key

Met adat aPKI XX509Cr edent i al
Met adat aExpl i ci t KeySi gnat ure
Met adat aPKI XSi gnat ure

St at i cPKI XX509Cr edenti al

New Capabilities in V3

The V3 metadata configuration syntax is backward-compatible with the V2 <Met adat aPr ovi der > syntax and adds some useful new shortcuts as well.

1 Avoid deprecated features
In anticipation of V4, a number of IdP features have been deprecated in V3. To ensure a seamless upgrade to V4, avoid the use of deprecated
features in your V3 deployment. In particular, avoid any metadata-related features deprecated in V3.
You can now provide multiple metadata configuration files (not just multiple metadata sources in one file), as described above.

A Si gnat ur eVal i dat i on filter need not contain a t r ust Engi neRef attribute referencing a separately-defined trust engine; instead a certificate file
may be specified directly with the certi fi cat eFi | e attribute. Alternatively, a PEM-format public key may be supplied inline via the <Publ i cKey> eleme
nt.

Using a TrustEngine element

As a child element of the <Met adat aPr ovi der > element, the use of the <securi ty: Trust Engi ne> element is DEPRECATED. If used at
all, the element should be declared inside a Si gnat ur eVal i dat i on filter or in most cases simply replaced with the certificateFil e
attribute. See the SignatureValidationFilter topic for more information.


https://wiki.shibboleth.net/confluence/display/SHIB2/IdPMetadataProvider
https://wiki.shibboleth.net/confluence/display/IDP30/DeprecatedIdPV4#DeprecatedIdPV4-Metadata
https://wiki.shibboleth.net/confluence/display/IDP30/SignatureValidationFilter

	MetadataConfiguration

